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(57)Abstract: 

PURPOSE: To allow the system to process both 
encrypted and decoded data and instructions in a 
seamless way. 

CONSTITUTION: Internal cache memories 50, 52 are 
provided in safe physical areas which are not accessible 
by system users. An external memory 38 stores 
encrypted and decoded data and instructions. An 
interface circuit 38 decodes each encryption master key 
by using a private key and decodes encrypted data and 
instructions, corresponding to each decoded master key. 
A plurality of segment registers 56 stores recording of 
active memory segments of the external memory 38 to 
make them correspond to each decoded master key. A 
central processing unit 48 accesses both the segments 
of the encrypted and decoded data and instructions 
from the external memory 38. The encrypted information 
from the external memory 38 is decoded in the internal 
memory caches 50, 52, and non-encrypted information is 
stored directly. 
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(54) imno#m r-^ii^^fa^s 



(57) [Sffi] 

5 6fi N ^SM^-y 3 s^T^-r^^y-t^^i* 
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[«MTFfll*G>l5H] 

(BB**i 1 &Wk&Tfi&ite*jr1t?*—9&xMbG(Dm 

t ^ ir * s *Lfc <omm mm^it^ * 9 

* - 5 1 ^icsuib^ * * tw-jhis s tut m 

-*#a^ 

T^^TV^-yir^^h offi«Sr««Fi-S 
IffiE^MfM^y *»<DT 

^a 1*5 xmj& s 5 Mts^St $ tt fc ^ * 9 * - % m e^ 
«u wlE^^^^ J ey^a^e>^o^l^a^srtp*^b*i^Tv^ 

3 ] ftjEir ^ >- h * 
=7 y?7A-;\« Yt, Mm&tltztTj T^*9*—% 

[»*«4] mE**7 p t3-fey*Xt^BtrlB>f>'^7* 40 
-x^&r$xmm£tiZ±X(D^&TfT-9te, ME 

[fR£95] fffEir^;* >- h u^^^SttWE^T* 

rt,fc*^T^***-«rE«U BtTElWWSSttfcf*- 

* X fl ftff IB * * ^ n ir y * J c J; 9 ffiffl * fi % ffi * 
^ l fei©7-^^ly7rA 0 



lWEfc£4&««#©*«o*aM * y ^aic, fff-^ft^ 
ft T'WB * - £ T ^ ir * i" 5 4: <E>^ Sr E«i" 5 * ^ s> 

strES^ttatH* rt©>fy^7x-^ 3^a (ci jo v ^ x 7^ ^ 
t*»t5i#i^, mE^^**-t?Bt#{bSixfctnr« 
MEss^ttawttrt^-fe^^h^^^^a^ 

strES^*a®*rt"C. «ffE^p« * y ^a<^r k 
icEits*tfc*Bff#ftarfift#{b««(ow*^-fe^^ > 

T^ir^^tt/cT KU^ ifflFE-fe^^ ^ h l^v^^^^S 
^»/£S^5mE»ttS*i,fc^^^^-S:ffiE>f 
^-^#at-^ffi$it. «flE7K^^6»©1f«t)!¥R 

S5E«?S!$ttfc1t^^BfiErtS(5^^y#atcE1SU, iff 

E^^^ey^a^b^it^^Pt^-ft^n-c^v^^ic 

mlE'lf^^SSE^^ ^ * y ^a l^ESi- 

t. 

^ts : r-9^m^& 0 

«fi5^a^b(o«a<3!3«ia^*5VNTfrE7 5 ^^i-js^-t 

5 IS*^ 6 E^fiO-r— ^ MH^rffio 

8 ] «p#{k««S:*tf ^ y ir ^ h ^ 

[0 0 0 1] 

-^^A^^v'-AU^ (seamless) jaa-f 5 fc. O 

&m&K±ir&m&m&mn&»fr&t*f t -9&mis^ 

[0 0 0 2] 

-iKWt-. y7h^x7^«ra*: 



(3) 
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*S«f2Ji^KJ: <9 rx-^^{b^2p (Data E 
ncryption Standard) J IC^^ £ ttTV^ <£ 0 3r 

¥-*-tt»#<bain»#»Kofci6icttfflstt, sue 

— 2E3lOfcii>«? 1 oo^o-fe^fi (key chai 

ning) J tWtStl, ^^it"?—?* h V — J*ft<D&M£ 

(seed key) <0««ttlOEBoTV^o alfif* 7*— 
ffisHStLTV^eiS^a (courier ) *<D*3«HCgc:£: 

[0003] ^H&if#M*-«rttJH-*-* -a^r-^ 

— (public key) J fcV^fflf&li, -^^H^^^^T 
(private key ) J fcv^ifljf&ttu 7* >r T 

^^I*^^KJ-C^^V\ 40 
[0 0 0 4] zia^r— RtW|i— Hf-^;*^ 

-era. ^f-f7fi, »««-<o»a»jcs^*«»<o* 



[0 0 0 5] ilBO^-^aMB^BttftXtf*^*^ 

te, KTo^KWfcJi.fei'tSo *H4#i*r|g4, 4 6 

■J-5»-&fcflF#ft*«S:K^tt^»K-r S r. 4: J: 9 «P# 
[0 0 0 6] *S#fF^ 4 , 5 5 8, 1 7 6 ^"Ctf:, * 

fits, Pt-g-^y^ M>*T^e>*Bt-g-{i:y7 h^^r— 

[0 0 0 7] *H^rF^g 4 , 6 3 4, 8 0 7 #fi, x - 

ft**— ^<DffiJeSrf2*LTV^ 0 y 7 h * a T 

*e; a -;ni, *JS*— #7*— *»£#{£*— 

y^ hfr^rftBKa^AftfeftSo wr#*«#— 

* / tii ^ * ^ b T fif 5 t & t 5 o 
[0 0 0 8] ^IS^fFS 4 , 8 0 7, 2 8 8 <2>PJ 

[0 0 0 9] #S«fWSS 4 , 8 5 0, 0 1 7 Sjftl 

[0 0 10] *ffl4»W»4, 8 4 7, 9 0 2#tt. 
(D^r — (O 0 h<D 1 o£ri£ji LT^ >T ^ y 3&*fc«>*^ 

x.ttpJ«Bt?*><536S. rtttt. T 7 VPS' 3^-7x2 ? 
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[0011] *S4#rF^ 4 , 8 8 8. 7 9 8 <&fg 

tc J: 19 1 ua**tiSk±<02t$&mm<D Z> 
rtiST*#5 0 Rf-g-#tt* 10 

[0012] sm-i-zt. 5tffft«tt, rtF#fb^-#a 
5^SdSfc5o ryy^— y 3 >-yy hi?* 

[0 0 13] 

*XlMM*<BP5;frSr A i/^ tcgt (DX% 
[00 14] *^<DtHo£DiK)|j:, f^Igl 

^^^ey ^a««tc--&{b£*i5yy h^x7^r-<r 

[0015] JE(C X fc 5 1 oco g 

[0 0 16] 

[!MIS:»*-r5fc»«>#«] -hIEB 40 
XtfA^oHJErSrtelt 5 tz t><0^f— $ ^Mi/XT' A X 

rt<z>rtSM^-y#«^ Rt^fc^***— &#K1-5BS 
(oftnt^v^gtk* T?±x£*Ltz^m*c-(D®im\z- 



^ivkm^^it^tz^<Dmm^mmm^<D±^^ > 

[0 0 17] if:*^(D$2^)Wt «F#fkXtf* 

5 » t(riE^*affl*rt -e*ffl z—ZTf-txi-zk 

>-^y^— ^^a{^*5V^"CT^"fe^$*tfc*ffl^r— <£H£ 
•7^ ^ -e»ff#^ £ frtfcfflf 5 y ~fk , 

*ry?k* T?~tx£titzT K^tfflfit^yH/ 

rt»^-=ey^ajci5«u BfriE^w^^&y^a^feo* 

y^SlcEttrt-S^^y^i:, Sr*tPo 
[0018] 

[f^ffl] ^-^Ma^^^-^f^. r ^T'li. sf^-{bxi5 

a^l^E (secure physical region) tCf*9$i53r ^ ^ 3- * 
*ySr*"t"5o *MfS7«*ytt:S?^«a«*^«^E« 

AvMfoG&ft 0 * * s—zMm-rztufriz&m 
£ixSo >ry^7a— ^iai»tt^4*affi*^iafi$ 
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jx. mm*-<D&mK£ 9 frft&fc^ 

zs h * tt^«s^ y f*wt ^ x >r ^ ^ y -t.^ 
> h<0!Eft*««PU *frfc#K£;ixfc#^;***— i 

y 

*Mm-tZ>tb tic, *K*ixfc«*Srrt«>*y^ir 10 
[0019] 

1 Of*. 2:M*—1 2RXfmm*—l 4^>*flSi" 5 

fettSaPH^n^y^^v'y T/v##XW:ftt05#-&-e*> 
So Iffl^Hft ^f>friftflOXI4ai^n 

# A K*5tt 5 <fc p ft— # CD T* fc o T fc £ V \ 

* — ^H^r— 1 2ttif^S«4r — dSffi^SjxS 
^t^R©^-*^BB^5r fcft<MSiJi-5fc»o#S 

<D{&m*—i 2Rv*<o*ii&<Dm-m*~i 4<o^ftiE 

[0020] mm*7*± 1 8 «\ "aiim^-r^/^ 
2 o^tt^f^rgttf 1 o^BSRSixSo SB?' 

**w--5o r<o±3ftE«K«f4a--if^»a»jcr^ 

-if— T^ir* pltgT'fc^o Siyntyfl8H:, ^ 
7*>f T«tt#l 0^feiaft^Ar^2 OSr^-bT. X(i 

-Sr^V^T— jR^Bt#<k$*tSo SftS^T^rte, ft 

ft 5 ^ x-f t^?* $ -CBff#{kSixs w t &x~% 5 0 

[0 0 2 1] — 0.^L-if s&spf^k^ f^722 £r#5 
fc. B«XI4ft*^2 0«r^Lt, ^-IfttiSIW^o 
ir^iM 8(C;*^-f 7*— 55***7*^ 0 — 

SfSSnfe^H^-l 2Wt»»»^IE«Sixfc so 



8 

f5o P^Ft-, 7«SJ : ?-ra\ S^Six*:^-* 7 

-£7^ir;*t"£fcfelc^ffl£ix5o ^bT, 7^-fc;* 
StLfc^ffl*- 1 4 ll> 7^ 7^* * 3r-£B£^{fci-£ 
/c#)^l£^£ix, Bf#fls$ftfc;*^7^;***-tt, 
^T>f7gM 1 Oj&»fc<0*^ 7 b 

[0 0 2 2] ^^it*74 7^**=* — tfSg{l£*x£> 
k. -tixttaH^d-feylM 8 (Z>Sc^*a««rt— A^J 
SiX. ^wtCl2ttStL5*ffl^r-l 4CQ=r t 0 -^fflV^T 

fc&Ki^SixSo 

[0 0 2 3] _h!E<©«fc 3 tCbT, ^*^tT7^ir^ 
^«BfteS©«fiBK*5V^WB*— 1 4XJ*^7^7-^ 
^^a^— (o*a£*nfc=i tf— Sr4^BH bfti^n £ J: <9 , 

^ x rixbtt^T. S«^Btiyfi8^4»l« 

*rtT*^TT^ix^ 0 ^COJ: 5 (CLT, Ptfft^r^7 2 2 

ftV\ ffiot, ^t 5 ^ T^^^^r— ^fflp-9-{k«ffidS^ 
tc«J#SixS|5R!9f4, Bt-g-fk^x^T 2 2f4— Jiftt^iB 

SiX^T^T-e***— dSffi«Sixft^ofct>OlC(i 

[0 0 2 4] Jfe{CBI2Sr#^i-5i:, ^Dtytl8rt 

^^ix^HIK^^tfo ^ixibfS-r^T, ^-iftcr^ir 
^^tlT*fc5 0 KT©lftM^e>a«*ixSJ:5tci, CP 

uf^^3 0rtw, ^ y rjgffi^OfttSjxfc^T*^ 

^. ^ ^r— cd»BE S ixfc 3 V—ifiM, fbix5 0 
[0 0 2 5] CPUfs/^3 0U2o©^o^7^ 
^^Hffi^^-y (ROM) l^^^^Sr**, 1 ocD 
^^3 2tt»RS*xfc»^BB^— 1 2*^*, 1 000 
3 4fi®^Sixfc^^^ p n-fe:-/lM?ffl^-i 4 

v^SixS4:«H$ixftv\ ^M^r-u 
3 2^{g^®[3g#tc < J:t)#J t 9S"Cibix5^'nir5/ 

<o##fiS3e#(c«t !9«»J9STe>ixS»SiJ^T-*>f9, ^ 
1 8rtt^il^u^^ 3 2 i:?44#t-^i: £ 

ix5 0 

[0 0 2 6] U'^^ 3 2&U<3 4 tt, ^rCDtfci^lS:, C 



(6) 
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tC|* % ^^^^T^-fe^7«^y (RAM) 3 8, 10X 
li-fcft&JKO I /O h 4 0 , 1 -tttfiAJb 

[0 0 2 7] CPUf y/3 0ft^V^, ^4 6 10 
tt. CPU4 8, ^r^5 0, XT/t*— 

7 4 4T*A^^n5Pt^{^^r&l5y f -^^^U, R 
AM 3 8^!5«bT I/0/K-h4 0XI^7>f7 2 2 

-ttfc^i:/^ 4 4 -em^n^^-^ Srfflp-s-fk-rs 

y<7 44tL< Ji^v^— /U3 8 , 4 0XJ3:2 2 t-fi, 
[0 0 2 8] ^ey >- h 1^7^ 5 6 }±s< 20 

[0029] cput y/so^t^^yfft^^ey^ 30 
*U /o /7 a^o^ * y 07 k ^ssittf t y ^ 

(chunk) Xfiir^ >- h^«J**b, ^n^-MiC 

unguis l-c^£ 0 r^x^yx-^/^ir^/^ 

[0 0 3 0] V h 5 6 J*, ir^ >- h 40 

5r-i?/^t$l7Ki/^^ **&tf» 1 /u 
K 5 8 Sr^tfo 

[0031] t^y is ^^SBff■g-fk^?i^Tv^s^rtF 

-^{t:^ttTV^^v^^^DS^^^tfii*P^ir^ v-3 >- 6 0 
fi7-<-/uK5 8(c^LTV^o 7^-;vK6 0 tt* 
(XI477y/) roip/^^ 
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[0 0 3 2] IftSy^^fe^a^^n^At/ 

^ ^ h^cpuf^7 p 3 ocoib^^tc^^ix-s^-e. 

<££l£;ft£yx>r T^7**-<t, s^i-fcftKi-tive 

[0 0 3 3] JtfBlc^LfcJ: 5lc* &mW<DB&)^ zf 

#YkX^fflF#*BcSrafiE"r5r. bXlbZ> 0 ^(OXo\^ 
otytl Srtco^jii^S^-r^^^tcJ: 9, {RS (0f 

ir^ifi 8F*3<D#ASf3\ x — */#^asRt^ffc$;ftTv* 
ftfl^-jfete. ^Ptyfl 8©t^l/-f 

v &m £ tt 5 2 ocd^ij sr-grtf riiao 

T^fiESttSo rttfe<D^tt. -fe^V-h*— &3£ 

(Set Segment Key ) <fo^6 4 XO^BB*— (Get 
Public Key) ^6 6 t LTRAM3 8 

[0 0 3 4] ±7* ^ h*— »5&f5H*6 4 tt. «/B* — 
^^^3 4 (CPUf 77 P 30rt) 

i~So yr^^r-*';* WSJ** 

* V htC^-r^>{i®6 2 t^^Ti-^ V h 1/^7^ 

^6 4fJRAM3 8l:»Bt5^ ^CD^^^K^^ 
oT^ff^^^^t^ilfiC PUfy/3 OP^-C^ife 

[0 0 3 5] ^BB=¥— a#*^6 6tt, ^BB^r— W^-^ 
^ 3 275^^:^^—111 2 ^M-To JtxEtOcfc 5 t-, 
^r— 3 2(D^BS^r— ffittC PUf 2 /7 P 3 0 tC&> 

«<0##t?fc9. ^f^7iftfl0 (HID T*H, W 
S^r-U^^ 3 4 ^Hffi^r— fill 4 <>: b T ^ <5 e 

[0 0 3 6] fr^Tmm#l 0ti**6f$rtt>**f4T'*?* 
^-^^7^74 2XfiI/OTK-h4 0^UT7 P 

«**tS 0 ir^^^h^r-S^^6 4^Hff$ 

tt. Stft^7 f >f7-r^^*-lt /^^f ls?7 ^ — * 



11 



(7) 



#i¥6- 112 9 3 7 

12 



3 6^0E<^W£**L£o /^^fy^7x^3 6|j;, 

-rat -JHb $ixfc^f-f7©7K u* t-BSi"£ ^ ^ - 

/UK 6 2tc:fc^rir^V yM^^^ 5 6KiKB£*L 

Six, -fc^^h^lff-g-^SttfcwiSrft^i-S. 
[0 0 3 7] CPU4 8m^rt»r^5 0 10 

#755 RAM 3 8^b^^>f — x 3 6— §t^£ij£ 

Zk-f&k. ^x^f? ~7^— * 3 y^ — /wgcjft, 

fcT Kl^t^JSi" 5 ^ K Isisx* 5 6<D7*< — 

/UK 6 2tf5#tt$;ft,fc;*^r^;*** — SrPftFUJi-o 20 

y 5 0 <D V vf tl^ldBfi ^tl^o 
[0 0 3 8] *fflHUr*Sfc, /^>fy^7x^3 6 

Uz/X? 5 6 <D7j— )V K6 0 tC^^^^ 5/ 

#&tt\^ k\cx 9. PJ»^ffa3&SBff#^fc:Si^rv^/ < cv^r. 

[0 0 3 91 ftoTto^Sii^ CPUf5/7 6 3 0 

[0 0 4 0] f-^^I45I«ffill:WSt:t5/cfe 
tC, rtF^bSJftl^v?^— /U6 BYZy*—*** y 5 2 

£\ Hf#fb»Jffll6 8tt, t^yhl/^^56©7^ 
-/u K 6 0 ic^^y 7 y ^Sr&if > ^ y ir v h 1*3 K 

^-/WK6 0C077 7^SS$nTV>§^, 



> fj6»fer*)Si:^*ix5t. I«#{t:ffll» 6 8 

[0 04 1 ] ami-, > h 5 6 

^ h*— K^ft^tt* Rf#{b*^>f T^***— Xt/:7 

[0 0 4 2] 

[Hi] y^-f T«t**2ttrai«^n-fey9-|R](Dtl5:ff 

JBSr^U r.*U::j:?K Bt#{b*^Tttllff#{b^>r 

[SI 2] Hl^aPH^ci-feyy-^— S^n^^ltfo 
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MMK (^T^7-7^^^r^-) 
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7 
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8 
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ZlSillS^^^/u 


2 


2 


flfW^7 


3 


0 




3 


2 




3 


4 




3 


6 


/^^^ 7x-^ : eya-/U 


3 


8 


7^^A7^t^^^y (RAM) 


4 


0 


I /o#— h 


4 


8 


CPU 


5 


0 




5 


2 
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4 
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6 8 Pf^fbfBIW^es^ — A> 
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